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Introduction

If you are considering becoming
authorised as an e-money institution, you
might find this guide an interesting read
or even an essential one!

Ireland is an appealing market for payments and
e-money institutions. A corporate tax rate of 12.5%, well-
educated and English-speaking population, reliable and
flexible infrastructure and tech-friendly environment

are just some of the reasons why so many multinational
businesses have made Ireland their destination of choice
for their European bases.

But any firm seeking to establish itself in Ireland first
needs to obtain authorisation from the regulator, the
Central Bank of Ireland. fscom has produced this checklist
of some of the important things to consider before
heading down the authorisation road. The application
involves submitting comprehensive information that
shows that you can meet the authorisation requirements
both at the outset and ongoing. Clearly, you will want

to be sure of what it entails and that it is right and
appropriate for your business before you commit time
and money to the project, so please consider each item
carefully and discuss any queries you have with your
fscom advisor.
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Considering becoming authorised?

Questions to consider with your fscom advisor
Is authorisation for you?

Do the services you wish to provide constitute
regulated e-money services?

* Will you issue monetary value that is stored electronically and can be used to
make payments?

* Are there restrictions on who will accept the value or what the value can be
used for? If so, you may be able to avail of the limited network exemption.

* Will your e-money business generate a monthly average outstanding e-money
under €1m? Will your projected payment transactions over the first 12 months
not exceed an average of €3 million a month? If both conditions are met,
you could register as a small e-money institution instead of becoming fully
authorised. Registration is cheaper than authorisation but, be advised, you will
be unable to ‘passport’ your services to other EEA States.

Where are you based and where do you want to offer your services?

* Are you incorporated in the Republic of Ireland with a registered and head office

in the State? The mind and management of the company must be in Ireland. The
Central Bank will need to see clearly from the applicant that the vast majority, if
not all, of the board members and other PCF (pre-approval controlled function)
role holders will be based in Ireland and have the capacity and availability to
undertake their roles for the applicant form. With boards of sufficient size, it
may be acceptable for ‘group’ non-executive directors to be resident elsewhere
as long as they are available to attend meetings in Ireland. The Central Bank
expects the business to be controlled in Ireland and that no decision-making
relating to it happens outside of the state.

* If you want to offer your services, whether remotely or through an
establishment, in other EEA States you must apply for a passport.

e |f you want to offer your services to any jurisdiction outside the EEA, you should
seek local advice on your regulatory position.
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Do you have the right team on board?

Are your directors and senior management fit and

proper with adequate training, skills and experience in

issuing e-money, providing payment services and working

in a regulated environment? Such PCF role holders have to

be employed before authorisation will be granted. The Central

Bank will typically interview (at least) the proposed CEO, CCO and

Board Chair as part of its fitness and probity assessment proposed ‘
PCF role holders. These interviews are routine and, while interviewees :
can expect to be asked many questions in relation to their proposed

roles, these should not be of any particular concern to suitably qualified

and experienced candidates.

Have you appointed an Irish based independent non-executive director
to the board of the applicant entity? 1

Do you have an independent and appropriately experienced Money I
Laundering Reporting Officer in Ireland? This person will need to be
employed ahead of the point of authorisation.

Do you have strong governance and risk management
arrangements in place? You will have to demonstrate that the
business is well organised and that you have sufficient controls in
place for the complexity of your business. In particular, you will
need to appoint someone either internally or externally to hold
the PCF-13, Head of Internal Audit function.

Are you outsourcing certain business functions? The Central
Bank has no issue with outsourcing as long as it is properly
overseen. Where outsourcing of important or critical
functions is being undertaken, the Central Bank will want to
be able to ascertain who in the business will be responsible
for that oversight, how they are qualified and experienced
to be able to undertake that responsibility, and what

are the day-to-day and ongoing activities that will be
undertaken to ensure outsourcing is being adequately
performed. Where you have outsourced key functions

to other entities, including intragroup, have you

ensured that the outsourced functions are adequately
monitored and controlled from the applicant entity?

Have you identified who will be responsible for
ensuring that the business is compliant with
your legal and regulatory responsibilities once
authorised? The European Communities
(Electronic Money) Regulations 2011 (as
amended) and the European Union (Payment
Services) Regulations 2018 set out rules on
the standards you must meet to protect

your customers.




Have you identified the costs involved in being an authorised
e-money institution?

 Can you show that you meet the initial capital requirement of €350,000 and the
ongoing requirement of 2% of average outstanding e-money' with a minimum of
€350,0007 You will also have to demonstrate that you can meet the initial and
ongoing capital requirements for any payment services that are unrelated to the
issuing of e-money.

* Have you sought legal and accounting advice on the best legal structure and, if
applicable, group structure in respect of the capital requirements?

* Do your IT systems and controls conform to good industry practice? You
will have to provide detailed responses to questions on, among other items,
your IT governance and strategy, IT risk management, project and change
management, information security, security monitoring and business continuity
and disaster recovery.

* Will you have to invest in new systems, either manual or automated, to protect
your firm and customers from financial crime? You will have to describe how
you will detect and deter financial crime, including money laundering.

*  Will you comply with the Regulatory Technical Standards on Strong Customer
Authentication and Common and Secure Communication, if providing accounts
that are accessible online?

« Will you have to employ new, experienced staff and/or contract with external
advisors to ensure you meet your new regulatory responsibilities? You are likely
to be required by your bank to undertake an annual audit by an independent
third party.

e If you are also providing payment initiation services (PIS) and/or account
information services (AIS), you will need professional indemnity insurance for
that part of your business. This insurance should fulfil the requirements of the
EBA guidelines.

* Have you considered the fees? You will have to pay an ongoing ‘Industry Levy’
to the Central Bank.

* Have you included a business plan in your application? This should clearly
explain how the business will meet its own funds requirements under each of
the ‘Methods’ set out in the relevant regulations. A projected balance sheet as
at authorisation date will be needed, along with balance sheets for Years One,
Two and Three.

TAverage total amount of financial liabilities related to electronic money in issue at the end of
each calendar day over the preceding six calendar months, calculated on the first calendar day
of each calendar month and applied for that calendar month.
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Can you safeguard your customers’ funds?

Do you have an agreement with an EU authorised credit
institution (a bank or building society) that they will open
client accounts for you on or before authorisation? Opening
a safeguarding account with a reputable credit institution
in the EU is the most common method of safeguarding for
applicant payment and e-money institutions in Ireland. In
many cases, the credit institution offering such accounts
will not formally ‘operationalise’ the account until the
applicant is close to getting an authorisation decision (e.g.
notification of assessment letter). The Central Bank will
generally accept this at the time of application, but will
require confirmation of the opening, designation and
operational status of the safeguarding account before
it will grant the authorisation.

Have you planned for the worst?

* The Central Bank also needs to see proposed
mitigation measures to be adopted in cases
of termination of payment services, ensuring
execution of pending transactions and
termination of existing contracts. The
regulator will expect to see a wind down plan
which includes details of what indicators
might trigger a wind down, the governance
around its execution, details of the
communication programme, and details
of how services would be terminated. It
is therefore recommended to include a
wind down plan in the documentation
supporting the application, rather
than be asked to provide one after
the application has been submitted.



Compiling and submitting
your application

What to expect

Your fscom advisor will manage the application project for you.

We will discuss all the important considerations and requirements with you so that
you understand what is expected of an authorised e-money institution. Based on
our experience, we will highlight to you any areas of weakness or areas that may be
problematical, and we will suggest how the issues can be remedied so that you can
make the best case for authorisation.

We will then complete the application forms and compile the supporting
documentation based on our discussion and the information you provide. You will
receive a complete pack of documents for your review. Any amendments will be
made promptly so that the forms can be signed, and the application pack submitted.

This stage normally takes about eight weeks. We will send you a timeline of key
milestones and we will keep you updated on progress throughout this period.

What you have to do during this period.

You should ensure that the relevant people in your company are aware of the
application and the importance of providing the required information, discussing
any issues with your fscom advisor and getting ready for authorisation.

Once you receive the near-final application pack you and relevant colleagues must
review it thoroughly. Any omissions or inaccuracy may jeopardise your application.
You must be confident that the application pack is a fair and true representation of
your current and proposed business.

You will have to be able to meet all the requirements of authorisation ahead

of authorisation being granted. This means that, for example, the safeguarding
accounts, the initial capital and all the systems and controls must be in place from
day one. You should prepare your terms and conditions and advise any existing
payment services clients of the impending changes, as required by the European
Union (Payment Services) Regulations 2018.

You should have a plan in place to ensure that these requirements can be met in
time; if necessary, you can agree a future authorisation date with the Central Bank.
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What happens when the application is ready to be submitted?

The application process entails the following 6 stages.

Pre-Application Meeting - The Central Bank invites potential
applicants to attend a meeting, in advance of which an applicant
must submit a (five page) key facts document, essentially
providing a high-level summary of the key areas of its application.
This affords an early opportunity for applicants to get a sense of
how the application will be received by the regulator.

Acknowledgement - The Central Bank will acknowledge receipt of
the application within 3 working days.

Key Information Check - A Key Information Document is
essentially a high-level summary of the main components that are
set out in the application, which firms are required to complete in
advance of meeting the regulator. The Central Bank will check that
all the key information and documentation has been provided and
confirm this within 10 working days of receipt.

Assessment Phase - According to its own Service Standards, he
Central Bank will substantively assess the application within 90
working days. It will formally assess the application against the
regulatory requirements, then issue a list of questions, known

as ‘comments’, to the applicant. These will seek clarification or
further information on any aspects of the application where it is
not yet satisfied that full compliance with the relevant regulations
is evident. The initial round of comments typically contains at least
50 questions. This 90-working day clock is paused each time the
Central Bank has a round of questions for the applicant.

Notification of Assessment - The Central Bank will notify the
applicant as to whether its assessment has been favourable. If the
assessment has been favourable, a letter will be sent specifying any
final requirements that must be taken prior to authorisation and
any conditions of authorisation that it intends to impose.

Notification of Decision - Once the final requirements in step
4 have been satisfied, the Central Bank will notify the firm
of its authorisation.

All questions during the assessment phase will be directed to you
as the applicant but we will be on hand to advise what approach
to take and help formulate responses.



Successfully authorised

Staying on top of your regulatory requirements in order to stay authorised

How effective are your systems and controls?

Your board of directors and senior management team should receive regular
reports that allow them to keep track of the risks to which the business is exposed.
Management information should include:

» confirmation that there are adequate capital resources;

* the results from the compliance testing;

* how many internal and external suspicious transaction reports were made;
* confirmation that the safeguarding procedure has been followed; and

* areview of the risk register.

Are you ready for the reporting and notifications?

E-money institutions must submit a “Supplementary Return” via the online
reporting system, which covers capital adequacy, safeguarding arrangements and
conduct of business requirements. There are separate returns for fraud reporting
and notifications that have to be made in certain circumstances.

Are you prepared for the strong customer authentication and open
access requirements?

If you provide payment accounts accessible online, you will have to meet 4

additional rules about authenticating payment instructions from your clients r
and make your accounts accessible to payment initiation service providers and
account information service providers.

Have you made arrangements for an independent audit?

An annual compliance audit will identify any weaknesses and provide
recommendations for improvement so that you can be confident that
you continue to meet the regulator’s expectations.
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Expected timeframes
and fscom’s takeaways

Any firm eager to enter the Irish market will (understandably) want to
know how long the authorisation process is likely to take. The short
answer is that it depends on the quality and substance of its application

The Central Bank, while encouragingly open and transparent in its
process of assessment, demands high standards of its applicants and
their applications for authorisation. Where these standards are being
met and the firm is quick to respond to comments and questions from
the regulator, applications are processed efficiently. While the elapsed
time can vary depending on how many comments and questions are
issued during the assessment phase and how long an applicant takes to
respond, generally an authorisation decision can be expected after about
nine months from an initial submission.

Where firms do not meet these high standards, the Central Bank wiill
generally let them know where and how they are deficient. In such
cases, firms can expect a considerably longer wait before they get to the
decision stage of the application process.

Making an application for authorisation is a significant undertaking and
should not be underestimated - and certainly not rushed. Potential
applicants should not only familiarise themselves with the relevant
regulations and requirements, but also ensure that there will be the
appropriate resources available to support the initial application and the
ongoing engagement with the Central Bank that the process dictates.
Close liaison with the Central Bank is key, as is the ability to respond
quickly and comprehensively to any questions it might have.

We have a team of compliance experts dedicated to helping applicants
become authorised. We would love the opportunity to work with you to
help you with your application.

1



The European Banking Authority (EBA) has

G Ul del ines produced the following guidelines of the information

to be contained in applications for authorisation as
an e-money institution.

Guideline 1: General principles

1.1

1.2

1.3

1.4

This set of guidelines applies to applicants for authorisation as electronic
money institutions (EMIs). This refers to applicants that intend to provide
e-money services and, if applicable, any payment service(s) referred to in
points 1-8 of Annex | to PSD2. Applicants that intend to provide only payment
services referred to in points 1-7 of Annex | to PSD2 or service 8 referred to in
this Annex in combination with other service(s) referred to in points 1-7 without
providing e-money services should refer to the specific set of guidelines on the
information required from applicants for authorisation as payment institutions
(Pls) set out in section 4.1. Applicants that intend to provide only the payment
service referred to in point 8 of Annex | to PSD2 without providing e-money
services should refer to the guidelines on the information required from
applicants for registration for the provision of only service 8 of Annex | PSD2
set out in section 4.2.

The information provided by applicants should be true, complete, accurate
and up to date. All applicants should comply with all the provisions in the set
of guidelines that applies to them. The level of detail should be proportionate
to the applicant’s size and internal organisation, and to the nature, scope,
complexity, and riskiness of the particular service(s) that the applicant intends
to provide. In any event, in accordance with Directive (EU) 2015/2366, the
directors and the persons responsible for the management of the electronic
money institution are of good repute and possess appropriate knowledge and
experience to perform payment services, regardless of the institution’s size,
internal organisation and the nature, scope and complexity of its activities and
the duties and responsibilities of the specific position.

When submitting the information required, the applicant should avoid making
references to specific sections of internal procedures/documents. Instead,

the applicant should extract the relevant sections and provide these to the
competent authority (CA).

Should the CAs require clarifications on the information that has been
submitted, the applicant should provide such clarification without delay.
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1.5 All data requested under these guidelines
for authorisations as EMIs are needed for the
assessment of the application and will be treated by
the CA in accordance with the professional secrecy
obligations set out in PSD2, without prejudice to
applicable Union law and national requirements and
procedures on the exercise of the right to access, rectify,
cancel or oppose.

Guideline 2: Identification details

2.1 The identification details to be provided by the applicant should

contain the following information:

a) the applicant’s corporate name and, if different, trade name;

b)

c) the applicant’s national identification number, if applicable;

d)

e) the address of the applicant’s head office and registered office;

f) the applicant’s electronic address and website, if available;

9

h)

k)

an indication of whether the applicant is already incorporated or
in process of incorporation;

the applicant’s legal status and (draft) articles of association
and/or constitutional documents evidencing the applicant’s
legal status;

the name(s) of the person(s) in charge of dealing with
the application file and authorisation procedure, and
their contact details;

an indication of whether or not the applicant has
ever been, or is currently being, regulated by a
competent authority in the financial services
sector;

any trade association(s) in relation to the
provision of e-money services and/or payment
services, that the applicant plans to join, where
applicable;

the register certificate of incorporation
or, if applicable, negative certificate of
a mercantile register that certifies that
the name applied by the company is
available;

evidence of the payment of any fees
or of the deposit of funds to file an
application for authorisation as an
electronic money institution, where
applicable under national law.



14

Guideline 3: Programme of operations

3.1 The programme of operations to be provided by the applicant should contain
the following information:

a)

b)

c)

e))

an indication of the e-money services the applicant intends to provide
issuance, redemption, distribution;

if applicable, a step-by-step description of the type of payment services
envisaged, including an explanation of how the activities and the
operations that will be provided are identified by the applicant as fitting
into any of the legal categories of payment services listed in Annex | to
PSD2.

a declaration of whether the applicant will at any point enter or not into
possession of funds;

a description of the execution of the different e-money services and,
if applicable, payment services, detailing all parties involved, for each
e-money service and, if applicable, payment service provided:

i. adiagram of flow of funds;

settlement arrangements, unless the applicant intends to provide PIS only;

draft contracts between all the parties involved in the provision of
payment services including those with payment card schemes, if
applicable;

iv. processing times.

e)

£

e))

h)

a copy of the draft framework contract between the electronic money
issuer and the electronic money holder and the draft framework contract,
as defined in Article 4(21) of PSD2 if the applicant pretends to provide
payment services in addition to e-money services;

the estimated number of different premises from which the applicant
intends to provide the services, if applicable;

a description of any ancillary services to e-money and, if applicable, to
payment services;

when the applicant intends to provide payment services in addition to
e-money services, a declaration of whether or not the applicant intends
to grant credit and, if so, within which limits;

a declaration of whether or not the applicant plans to provide e-money
services and, if applicable, payment services in other Member States or
third countries after the granting of the licence;

an indication of whether or not the applicant intends, for the next three
years, to provide or already provides other business activities other than
e-money services and, if applicable, payment services, as referred to in
Article 11(5) of Directive (EU) 2015/2366, including a description of the
type and expected volume of the activities;



k)
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the information specified in the EBA

Guidelines on the criteria on how to

stipulate the minimum monetary amount

of the professional indemnity insurance or

other comparable guarantee under Article 5(4) of
Directive (EU) 2015/2366 where the applicant intends

to provide services 7 and 8 (PIS and account information
services (AIS).

Guideline 4: Business plan

4.1 The business plan to be provided by the applicant should contain:
a) a marketing plan consisting of:

b)

c)

o))

e)

i. an analysis of the company’s competitive position in the e-money
market and, if applicable, payment market segment concerned,;

ii. a description of the payment service users and electronic money
holders, marketing materials and distribution channels;

certified annual accounts for the previous three years, if available, or a
summary of the financial situation for those companies that have not yet
produced annual accounts;

a forecast budget calculation for the first three financial years that
demonstrates that the applicant is able to employ appropriate and
proportionate systems, resources and procedures that allow the
applicant to operate soundly; it should include:

i. anincome statement and balance-sheet forecast, including target
scenarios and stress scenarios as well as their base assumptions,
such as volume and value of transactions, number of clients, pricing,
average amount per transaction, expected increase in profitability
threshold;

ii. explanations of the main lines of income and expenses, the
financial debts and the capital assets;

iii. adiagram and detailed breakdown of the estimated cash flows for
the next three years;

information on own funds, including the amount and detailed breakdown
of the composition of initial capital as set out in Article 57(a) and (b) of
Directive 2006/48/EC;

information on, and calculation of, minimum own funds requirements

in accordance with method D, as referred to in Article 5.3 of Directive
(EU) 2009/110 (the second E-Money Directive (EMD2)), if the electronic
money institution intends to provide e-money services only, or the
method(s) referred to in Article 9 of Directive (EU) 2015/2366 (PSD2)
as determined by the competent authority, if the applicant intends to
provide payment services in addition to e-money services, including

an annual projection of the breakdown of own funds for three years
according to the method used and, If applicable, an annual projection
of the own funds for three years according to the other methods used.



Guideline 5: Structural organisation

5.1 The applicant should provide a description of the structural organisation of its
undertaking consisting of:

a) a detailed organisational chart, showing each division, department
or similar structural separation, including the name of the person(s)
responsible, in particular those in charge of internal control functions;
the chart should be accompanied by descriptions of the functions
and responsibilities of each division, department or similar structural
separation;

b) an overall forecast of the staff numbers for the next three years;

c) a description of relevant operational outsourcing arrangements
consisting of:

i. the identity and geographical location of the outsourcing provider;

ii. the identity of the persons within the electronic money institution
that are responsible for each of the outsourced activities;

iii. a clear description of the outsourced activities and their main
characteristics;

d) a copy of draft outsourcing agreements;

e) a description of the use of branches and agents, where applicable,
including:

i. amapping of the off-site and on-site checks that the applicant
intends to perform, at least annually, on branches, agents and
distributors;

ii. thelT systems, the processes and the infrastructure that are used
by the applicant’s agents to perform activities on behalf of the
applicant;

iii. in the case of agents and distributors, the selection policy,
monitoring procedures and agents’ and distributors’ training and,
where available, the draft terms of engagement of agents and
distributors;

f) an indication of the national and/or international payment system that
the applicant will access, if applicable;

g) a list of all natural or legal persons that have close links with the
applicant, indicating their identities and the nature of those links.
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Guideline 6: Evidence of initial capital

6.1 For the evidence of initial capital to be provided by the applicant (of EUR 350
000), the applicant should submit the following documents:

a) for existing undertakings, an audited account statement or public
register certifying the amount of capital of the applicant;

b) for undertakings in the process of being incorporated, a bank statement
issued by a bank certifying that the funds are deposited in the
applicant’s bank account.

Guideline 7: Measures to safeguard the funds of electronic money
users and/or payment service users

71  Where the applicant safeguards the electronic money service users’ funds
through depositing funds in a separate account in a credit institution or
through an investment in secure, liquid, low-risk assets, the description of the
safeguarding measures should contain:

a) a description of the investment policy to ensure the assets chosen are
liquid, secure and low risk, if applicable;

b) the number of persons that have access to the safeguarding account and
their functions;

c) a description of the administration and reconciliation process to
ensure that payment service users’ funds are insulated in the interest
of payment service users against the claims of other creditors of the
electronic money institution, in particular in the event of insolvency;

d) a copy of the draft contract with the credit institution;

e) an explicit declaration by the electronic money institution of compliance
with Article 10 of PSD2.

7.2 Where the applicant safeguards the funds of the electronic money users
and, if applicable, the payment service users through an insurance policy or
comparable guarantee from an insurance company or a credit institution,
and unless the applicant intends to provide PIS only, the description of the
safeguarding measures should contain the following:

a) a confirmation that the insurance policy or comparable guarantee
from an insurance company or a credit institution is from an entity
that is not part of the same group of firms as the applicant;

b) details of the reconciliation process in place to ensure that
the insurance policy or comparable guarantee is sufficient to
meet the applicant’s safeguarding obligations at all times;

c) duration and renewal of the coverage;

d) a copy of the (draft) insurance agreement or the (draft)
comparable guarantee.
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Guideline 8: Governance arrangements and internal control
mechanisms

8.1 The applicant should provide a description of the governance arrangement
and the internal control mechanisms consisting of:

a)

b)

c)

)

e)

£

)

h)

a mapping of the risks identified by the applicant, including the type of
risks and the procedures the applicant will put in place to assess and
prevent such risks, in relation to e-money services and, if applicable,
payment services;

the different procedures to carry out periodical and permanent controls,
including the frequency and the human resources allocated,;

the accounting procedures by the which the applicant will record and
report its financial information;

the identity of the person(s) responsible for the internal control
functions, including for periodic, permanent and compliance control, as
well as an up-to-date curriculum vitae;

the identity of any auditor that is not a statutory auditor pursuant to
Directive 2006/43/EC;

the composition of the management body and, if applicable, any other
oversight body or committee;

a description of the way outsourced functions are monitored and
controlled so as to avoid an impairment in the quality of the electronic
money institution’s internal controls;

a description of the way any agents, branches and distributors are
monitored and controlled within the framework of the applicant’s internal
controls;

where the applicant is the subsidiary of a regulated entity in another EU
Member State, a description of the group governance.

Guideline 9: Procedure for monitoring, handling and following up on
security incidents and security-related customer complaints

9.1 The applicant should provide a description of the procedure in place to
monitor, handle and follow up on security incidents and security-related
customer complaints to be provided by the applicant, which should contain:

a) organisational measures and tools for the prevention of fraud;

b)

details of the individual(s) and bodies responsible for assisting
customers in cases of fraud, technical issues and/or claim management;

c) reporting lines in cases of fraud;
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d) the contact point for customers, including a
name and email address;

e) the procedures for the reporting of incidents,
including the communication of these reports
to internal or external bodies, including notification
of major incidents to national competent authorities
under Article 96 of PSD2, and in line with the EBA
guidelines on incident reporting under the referred Article.

f) the monitoring tools used and the follow-up measures and
procedures in place to mitigate security risks.

Guideline 10: Process for filing, monitoring, tracking and
restricting access to sensitive payment data

10.1 The applicant should provide a description of the process in place
to file, monitor, track and restrict access to sensitive payment data
consisting of:

a) a description of the flows of data classified as sensitive
payment data in the context of the electronic money
institution’s business model;

b) the procedures in place to authorise access to sensitive
payment data;

c) a description of the monitoring tool;

d) the access right policy, detailing access to all relevant
infrastructure components and systems, including
databases and back-up infrastructures;

e) a description of how the collected data are filed;

f) the expected internal and/or external use of the
collected data, including by counterparties;

g) the IT system and technical security measures
that have been implemented including
encryption and/or tokenisation;

h) identification of the individuals, bodies and/
or committees with access to the sensitive

S

/

V/

N

payment data; .
i) an explanation of how breaches will be detected
and addressed,;
j) an annual internal control programme in
relation to the safety of the IT systems.

-
-
-

-
-

- -



Guideline 11: Business continuity arrangements

1.1  The applicant should provide a description of the business
continuity arrangements consisting of the following information:

a) a business impact analysis, including the business processes
and recovery objectives, such as recovery time objectives,
recovery point objectives and protected assets;

b) the identification of the back-up site, access to IT infrastructure, and
the key software and data to recover from a disaster or disruption;

c) an explanation of how the applicant will deal with significant continuity
events and disruptions, such as the failure of key systems; the loss of key
data; the inaccessibility of the premises; and the loss of key persons;

d) the frequency with which the applicant intends to test the business
continuity and disaster recovery plans, including how the results of
the testing will be recorded,;

e) a description of the mitigation measures to be adopted by the
applicant, in cases of the termination of its payment services,
ensuring the execution of pending payment transactions and
the termination of existing contracts.

Guideline 12: The principles and definitions applicable
to the collection of statistical data on performance,
transactions and fraud

121 The applicant should provide a description of the
principles and definitions applicable to the collection of
the statistical data on performance, transactions and
fraud consisting of the following information:

a) the type of data that is collected, in relation
to customers, type of payment service,
channel, instrument, jurisdictions and
currencies;

b) the scope of the collection, in terms of
the activities and entities concerned,
including branches and agents;

c) the means of collection;
d) the purpose of collection;
e) the frequency of collection;

f) supporting documents, such
as a manual, that describe
how the system works.
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Guideline 13: Security policy document

13.1 The applicant should provide a security policy document containing the
following information:

a) a detailed risk assessment of the e-money service(s) and, where
applicable, the payment service(s) the applicant intends to provide,
which should include risks of fraud and the security control and
mitigation measures taken to adequately protect e-money service users
and, where applicable, payment service users against the risks identified;

b) a description of the IT systems, which should include:
i. the architecture of the systems and their network elements;

ii. the business IT systems supporting the business activities provided,
such as the applicant’s website, wallets, the payment engine, the
risk and fraud management engine, and customer accounting;

iii. the support IT systems used for the organisation and
administration of the applicant, such as accounting, legal reporting
systems, staff management, customer relationship management,
e-mail servers and internal file servers;

iv. information on whether those systems are already used by the
e-money institution or its group, and the estimated date of
implementation, if applicable;

c) the type of authorised connections from outside, such as with partners,
service providers, entities of the group and employees working remotely,
including the rationale for such connections;

d) for each of the connections listed under point ¢), the logical security
measures and mechanisms in place, specifying the control the applicant
will have over such access as well as the nature and frequency of each
control, such as technical versus organisational; preventative versus
detective; and real-time monitoring versus regular reviews, such as the
use of an active directory separate from the group, the opening/closing
of communication lines, security equipment configuration, generation
of keys or client authentication certificates, system monitoring,
authentication, confidentiality of communication, intrusion detection,
antivirus systems and logs;

the logical security measures and mechanisms that govern the internal
access to IT systems, which should include:

i. the technical and organisational nature and frequency of each
measure, such as whether it is preventative or detective and
whether or not it is carried out in real time;

ii. how the issue of client environment segregation is dealt with in
cases where the applicant’s IT resources are shared;
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£

the physical security measures and
mechanisms of the premises and the data
centre of the applicant, such as access
controls and environmental security;

g) the security of the payment processes, which should
include:

h)

i. the customer authentication procedure used
for both consultative and transactional access,
and for all underlying payment instruments;

ii. an explanation of how safe delivery to the
legitimate e-money service user and, where
applicable, the payment service user and the
integrity of authentication factors, such as
hardware tokens and mobile applications, are
ensured, at the time of both initial enrolment
and renewal;

iii. a description of the systems and
procedures that the electronic money
institution has in place for transaction
analysis and the identification of
suspicious or unusual transactions;

a detailed risk assessment in relation to its
e-money services and. Where applicable,
its payment services, including fraud,

with a link to the control and mitigation
measures explained in the application

file, demonstrating that the risks are
addressed;

i) alist of the main written
procedures in relation to the
applicant’s IT systems or, for
procedures that have not
yet been formalised, an
estimated date for their
finalisation.




Trusted expertise that adds value

Guideline 14: Internal control mechanisms to comply with obligations
in relation to money laundering and terrorist financing (AML/CFT
obligations)

141 The description of the internal control mechanisms that the applicant has
established in order to comply, where applicable, with those obligations
should contain the following information:

a)

b)

c)

o))

e)

£

e))

h)

the applicant’s assessment of the money laundering and terrorist
financing risks associated with its business, including the risks associated
with the applicant’s customer base, the products and services provided,
the distribution channels used and the geographical areas of operation;

the measures the applicant has or will put in place to mitigate the risks
and comply with applicable anti-money laundering and counter terrorist
financing obligations, including the applicant’s risk assessment process,
the policies and procedures to comply with customer due diligence
requirements, and the policies and procedures to detect and report
suspicious transactions or activities;

the systems and controls the applicant has or will put in place to

ensure that its branches and agents comply with applicable anti-money
laundering and terrorist financing requirements, including in cases where
the agent, distributor or branch is located in another Member State;

arrangements the applicant has or will put in place to ensure that
staff, agents and distributors are appropriately trained in anti-money
laundering and counter terrorist financing matters;

the identity of the person in charge of ensuring the applicant’s
compliance with anti-money laundering and counter-terrorism
obligations, and evidence that their anti-money laundering and
counter-terrorism expertise is sufficient to enable them to fulfil this role
effectively;

the systems and controls the applicant has or will put in place to ensure
that its anti-money laundering and counter terrorist financing policies
and procedures remain up to date, effective and relevant;

the systems and controls the applicant has or
will put in place to ensure that the agents and
distributors do not expose the applicant to
increased money laundering and terrorist
financing risk;

the anti-money laundering and counter
terrorism manual for the staff of the applicant.

23
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Guideline 15: Identity and suitability assessment of persons with
qualifying holdings in the applicant

15.1

b)

ii.
15.2

For the purposes of the identity and evidence of the suitability of persons
with qualifying holdings in the applicant electronic money institution, without
prejudice to the assessment in accordance with the criteria, as relevant,
introduced with Directive 2007/44/EC and specified in the joint guidelines
for the prudential assessment of acquisitions of qualifying holdings (EBA/
GL/2017/08), the applicant should submit the following information:

a) a description of the group to which the applicant belongs and an
indication of the parent undertaking, where applicable;

a chart setting out the shareholder structure of the applicant, including:

i) the name and the percentage holding (capital/voting right) of each
person that has or will have a direct holding in the share capital of
the applicant, identifying those that are considered as qualifying
holders and the reason for such qualifications;

i) the name and the percentage holding (capital/voting rights) of
each person that has or will have an indirect holding in the share
capital of the applicant, identifying those that are considered as
indirect qualifying holders and the reason for such qualification;

c) a list of the names of all persons and other entities that have or, in the
case of authorisation, will have qualifying holdings in the applicant’s
capital, indicating for each such person or entity:

i. the number and type of shares or other holdings subscribed or to
be subscribed,;

the nominal value of such shares or other holdings.

Where a person who has or, in the case of authorisation, will have a qualifying
holding in the applicant’s capital is a natural person, the application should
set out all of the following information relating to the identity and suitability
of that person:

a) the person’s name and name at birth, date and place of birth, citizenship
(current and previous), identification number (where available) or
passport number, address and a copy of an official identity document;

b) a detailed curriculum vitae stating the education and training, previous
professional experience and any professional activities or other functions
currently performed,;

c) a statement, accompanied by supporting documents, containing the
following information concerning the person:

i. subject to national legislative requirements concerning the
disclosure of spent convictions, any criminal conviction or
proceedings where the person has been found against and which
were not set aside;
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ii. any civil or administrative
decisions in matters of relevance
to the assessment or authorisation
process where the person has been
found against and any administrative
sanctions or measures imposed as
a conseqguence of a breach of laws or
regulations (including disqualification as a
company director), in each case which were
not set aside and against which no appeal is
pending or may be filed;

iii. any bankruptcy, insolvency or similar procedures;
iv. any pending criminal investigations;

V. any civil or administrative investigations,
enforcement proceedings, sanctions or other
enforcement decisions against the person
concerning matters that may be considered
relevant to the authorisation to commence
the activity of an electronic money
institution or to the sound and prudent
management of an electronic money
institution;

vi.  where such documents can be
obtained, an official certificate or
any other equivalent document
evidencing whether or not any
of the events set out in sub-
paragraphs (i)-(v) has occurred
in respect of the relevant
person;

vii. any refusal of registration,
authorisation, membership
or licence to carry out trade,
business or a profession;

A

viii. any withdrawal,
revocation or
termination of
a registration,
authorisation,
membership or
licence to carry out
trade, business or
a profession;
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15.3

a)

o))

iX. any expulsion by an authority or public sector entity in the
financial services sector or by a professional body or association;

X. any position of responsibility with an entity subject to any criminal
conviction or proceedings, administrative investigations, sanctions
or other enforcement decisions for conduct failings, including in
respect of fraud, dishonesty, corruption, money laundering, terrorist
financing or other financial crime, or of failure to put in place
adequate policies and procedures to prevent such events, held at
the time when the alleged conduct occurred, together with details
of such occurrences and of the person’s involvement, if any, in
them;

xi. any dismissal from employment or a position of trust, any removal
from a fiduciary relationship (other than as a result of the relevant
relationship coming to an end by passage of time) and any similar
situation;

d) alist of undertakings that the person directs or controls and of which
the applicant is aware of after due and careful enquiry; the percentage of
control either direct or indirect in these companies; their status (whether
or not they are active, dissolved, etc.); and a description of insolvency or
similar procedures;

e) where an assessment of reputation of the person has already been
conducted by a competent authority in the financial services sector, the
identity of that authority and the outcome of the assessment;

f) the current financial position of the person, including details concerning
sources of revenues, assets and liabilities, security interests and
guarantees, whether granted or received,

g) a description of any links to politically exposed persons, as defined in
Article 3(9) of Directive (EU) 2015/849.

Where a person or entity who has or, in the case of authorisation, will have
a qualifying holding in the applicant’s capital (including entities that are not
a legal person and which hold or should hold the participation in their own
name), the application should contain the following information relating to
the identity and suitability of that legal person or entity:

name;
b) where the legal person or entity is registered in a central register,
commercial register, companies register or similar register that has the
same purposes of those aforementioned, a copy of the good standing, if
possible, or otherwise a registration certificate;
c) the addresses of its registered office and, where different, of its head
office, and principal place of business;
contact details;



e)

£

)

h)

Trusted expertise that adds value

corporate documents or, where

the person or entity is registered in
another Member State, a summary
explaining the main legal features of the
legal form or the entity;

whether or not the legal person or entity

has ever been or is regulated by a competent
authority in the financial services sector or
other government body;

where such documents can be obtained,

an official certificate or any other equivalent
document evidencing the information set out
in paragraphs (a) to (e) issued by the relevant
competent authority;

the information referred to in Guideline 15(2)(c),15(2)
(d) 15(2)(e), 15(2)(f), and 15(2)(g) in relation to the legal
person or entity;

a list containing details of each person who
effectively directs the business of the legal person or
entity, including their name, date and place of birth,
address, their national identification number,
where available, and a detailed curriculum
vitae (stating relevant education and training,
previous professional experience, any
professional activities or other relevant
functions currently performed), together
with the information referred to in
Guideline 15(2)(c) and 15(2)(d) in
respect of each such person;

the shareholding structure of the
legal person, including at least their
name, date and place of birth,
address and, where available,
personal identification number
or registration number,
and the respective share
of capital and voting
rights of direct or
indirect shareholders
or members and
beneficial owners, as
defined in Article
3(6) of Directive
(EU) 2015/849;




k) a description of the regulated financial group of which applicant is a
part, or may become a part, indicating the parent undertaking and the
credit, insurance and security entities within the group; the name of their
competent authorities (on an individual or consolidated basis); and

) annual financial statements, at the individual and, where applicable,
the consolidated and sub-consolidated group levels, for the last three
financial years, where the legal person or entity has been in operation
for that period (or, if less than three years, the period for which the legal
person or entity has been in operation and for which financial statements
have been prepared), approved by the statutory auditor or audit firm
within the meaning of Directive 2006/43/EC?3, where applicable, including
each of the following items:

i. the balance sheet;
ii. the profit-and-loss accounts or income statement;

iii. the annual reports and financial annexes and any other documents
registered with the relevant registry or competent authority of the
legal person;

m) where the legal person has not been operating for a sufficient period to
be required to prepare financial statements for the three financial years
immediately prior to the date of the application, the application shall set
out the existing financial statements (if any);

n) where the legal person or entity has its head office in a third country,
general information on the regulatory regime of that third country as
applicable to the legal person or entity, including information on the
extent to which the third country’s anti-money laundering and counter-
terrorist financing regime is consistent with the Financial Action Task
Force Recommendations;

o) for entities that do not have legal personality such as a collective
investment undertaking, a sovereign wealth fund or a trust, the
application shall set out the following information:

i. the identity of the persons who manage assets and of the persons
who are beneficiaries or subscribers;

ii. acopy of the document establishing and governing the entity
including the investment policy and any restrictions on investment
applicable to the entity.

15.4 The application shall set out all of the following information for each natural
or legal person or entity who has or, in the case of authorisation, will have a
qualifying holding in the capital of the applicant:

a) details of that person’s or entity’s financial or business reasons for
owning that holding and the person’s or the entity’s strategy regarding
the holding, including the period for which the person or the entity
intends to hold the holding and any intention to increase, reduce or
maintain the level of the holding in the foreseeable future;

3Directive 2006/43/EC of the European Parliament and of the Council of 17 May 2006 on statutory
audits of annual accounts and consolidated accounts, amending Council Directives 78/660/EEC
and 83/349/EEC and repealing Council Directive 84/253/EEC (OJ L 157, 9.6.2006, p. 87-107).
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b)

c)

e))
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The application should set out a detailed explanation of the
specific sources of funding for the participation of each person
or entity having a qualifying holding in the applicant’s capital,
which should include:

a)

b)

c)

e))

Trusted expertise that adds value

details of the person’s or the entity’s

intentions in respect of the applicant and

of the influence the person or the entity

intends to exercise over the applicant, including

in respect of the dividend policy, the strategic
development and the allocation of resources of the
applicant, whether or not it intends to act as an active
minority shareholder, and the rationale for such intention;

information on the person’s or the entity’s willingness to
support the applicant with additional own funds if needed for the
development of its activities or in the case of financial difficulties;

the content of any intended shareholder’s or member’s agreements
with other shareholders or members in relation to the applicant;

an analysis as to whether or not the qualifying holding will impact
in any way, including as a result of the person’s close links to the
applicant, on the ability of the applicant to provide timely and
accurate information to the competent authorities;

the identity of each member of the management body or
of senior management who will direct the business of the
applicant and will have been appointed by, or following a
nomination from, such shareholders or members, together
with, to the extent not already provided, the information set
out in Guideline 16.

details on the use of private financial resources,
including their availability and (so as to ensure that the
competent authority is satisfied that the activity that
generated the funds is legitimate) source;

details on access to financial markets, including
details of financial instruments to be issued;

information on the use of borrowed funds, including
the name of the lenders and details of the facilities
granted, such as maturities, terms, security

interests and guarantees, as well as information

on the source of revenue to be used to repay

such borrowings; where the lender is not a credit
institution or a financial institution authorised

to grant credit, the applicant should provide to

the competent authorities information on the

origin of the borrowed funds;

information on any financial arrangement
with other persons who are shareholders
or members of the applicant.




Guideline 16: Identity and suitability assessment of directors
and persons responsible for the management of the electronic
money institution

16.1 For the purposes of the identity and suitability assessment of directors and
persons responsible for the management of the electronic money institution,
the applicant should provide the following information:

a) personal details, including:

i. their full name, gender, place and date of birth, address and
nationality, and personal identification number or copy of ID card or
equivalent;

ii. of the position for which the assessment is sought, whether or not
the management body position is executive or non-executive. This
should also include the following details:

- the letter of appointment, contract, offer of employment or relevant
drafts, as applicable;

- the planned start date and duration of the mandate;
- a description of the individual’s key duties and responsibilities;

b) where applicable, information on the suitability assessment carried
out by the applicant, which should include details of the result of
any assessment of the suitability of the individual performed by the
institution, such as relevant board minutes or suitability assessment
reports or other documents;

c) evidence of knowledge, skills and experience, which should include
a curriculum vitae containing details of education and professional
experience, including academic qualifications, other relevant training,
the name and nature of all organisations for which the individual works
or has worked, and the nature and duration of the functions performed,
in particular highlighting any activities within the scope of the position
sought;

d) evidence of reputation, honesty and integrity, which should include:

i. criminal records and relevant information on criminal investigations and
proceedings, relevant civil and administrative cases, and disciplinary
actions, including disqualification as a company director, bankruptcy,
insolvency and similar procedures, notably through an official certificate
or any objectively reliable source of information concerning the absence
of criminal conviction, investigations and proceedings, such as third-party
investigations and testimonies made by a lawyer or a notary established
in the European Union;



ii. a statement as to whether criminal proceedings
are pending or the person or any organisation
managed by him or her has been involved as a
debtor in insolvency proceedings or comparable
proceedings;

iii. information concerning the following:

- investigations, enforcement proceedings or sanctions by a
supervisory authority that the individual has been directly or
indirectly involved in;

- refusal of registration, authorisation, membership or
licence to carry out a trade, business or profession; the
withdrawal, revocation or termination of registration,
authorisation, membership or licence; or expulsion by a
regulatory or government body or by a professional body or
association;

- dismissal from employment or a position of trust,
fiduciary relationship or similar situation, or having
been asked to resign from employment in such a
position, excluding redundancies;

- whether or not an assessment of reputation of the
individual as an acquirer or a person who directs
the business of an institution has already been
conducted by another competent authority,
including the identity of that authority, the
date of the assessment and evidence of
the outcome of this assessment, and
the consent of the individual, where
required, to seek and process such
information and use the provided
information for the suitability
assessment;

- whether or not any previous
assessment of the individual, on
authority from another, non-
financial sector, has already
been conducted, including
the identity of that
authority and evidence
of the outcome of such
an assessment.




Guideline 17: Identity of statutory auditors and audit firms

The identity of statutory auditors and audit firms as defined in Directive
2006/43/EC to be provided by the applicant, where relevant, should

contain the names, addresses and contact details of auditors.

Guideline 18: Professional indemnity insurance or a
comparable guarantee for payment initiation services
and account information services

As evidence of a professional indemnity insurance or comparable
guarantee that is compliant with EBA Guidelines on the criteria
on how to stipulate the minimum monetary amount of the
professional insurance or other comparable guarantee (EBA/
GL/2017/08) and Article 5(2) and 5(3) of PSD2, the applicant
for the provision of PIS or AIS should provide the following
information:

a) an insurance contract or other equivalent
document confirming the existence of
professional indemnity insurance or a
comparable guarantee, with a cover amount
that is compliant with the referred EBA
Guidelines, showing the coverage of the
relevant liabilities;

b) documentation of how the applicant has
calculated the minimum amount in a
way that is compliant with the referred
EBA Guidelines, including all applicable
components of the formula specified
therein.
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